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Used symbols

A Danger — Information regarding user safety or potential damage to the router.

! Attention — Problems that can arise in specific situations.

O Information — Useful tips or information of special interest.

Firmware Version

This manual is compatible with firmware version 6.5.1 (November 28, 2024).
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1. Introduction

1.1 Document Content

This manual provides detailed setup procedures for Advantech SmartStart family routers, offering com-
prehensive guidance on the following topics:

+ Web configuration interface for the routers — detailed in Chapter 1.3.
» Overview of available remote management system — see Chapter 1.4.

» Detailed configuration instructions, item by item, following the web interface’s structure:

e}

Status — discussed in Chapter 2.

o}

Configuration — outlined in Chapter 3.
o Customization — covered in Chapter 4.
o Administration — explained in Chapter 5.

» Configuration examples for typical scenarios — presented in Chapter 6.

For detailed information on topics such as ordering, hardware features, initial setup, and technical specifi-
cations, refer to the Hardware Manual available on the Engineering Portal.
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1. Introduction 1.2 Device

1.2 Device

1.2.1 Persistent Storage

The persistent storage of the device has three partitions that are combined into a single directory struc-
ture:

» Firmware data: Permanent system data distributed with firmware upgrades.

+ User/RA data: Separate storage for user data, visible as /var/data and for Router Apps, visible
as /opt

1.2.2 Reset

Before initiating a factory reset on the router, consider creating a backup of its configuration.

The RST button serves three different purposes:

» Reset: Hold the RST button for less than 4 seconds; the router will reboot, applying its customized
configuration. You can also trigger the router reset by selecting the Reboot menu option in the router
web GUI.

» Configuration Reset: To restore the router to its default factory configuration, press and hold the RST
button for more than 4 seconds. The PWR LED will turn off and then back on. It's recommended to
hold the RST button for an additional 1 second after the PWR LED comes on.

- Factory Reset’: If the router fails to boot due to incorrect configuration or filesystem error, power off
the router by disconnecting its power supply. Then, while holding the RST button, power on the router
and continue holding the RST button for at least 10 seconds.

The following table summarizes what storage areas will be retained (kept) and what will be deleted during
a Reset.

Storage | Reset | Conf. Reset | Fact. Reset

Configuration Keep Keep Keep
User data Keep Keep Delete
Table 1: Reset Storage Actions

' Available on some product platforms only.
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1. Introduction 1.3 Web Configuration

1.3 Web Configuration

If you are unsure about the correctness of your configuration or its potential impact on the router’s
longevity, consult our technical support for guidance.

Please note that if you are logged in to the router GUI with the User role, you will have read-only access to
the GUI, except for Modify User, and some menu items may be unavailable.

The router supports configuration via a web browser or Secure Shell (SSH). This manual primarily cov-
ers web browser configuration. For console configuration commands, refer to the Command Line Interface
Application Note. For more information on enhancing the router’s basic functionality, refer to the Extending
Router Functionality Application Note.

Advantech’s remote device management platform, WebAccess/DMP, provides extensive management
and monitoring capabilities to ensure devices remain secure and up-to-date. For more information, refer to
Chapter 1.4.

Configuration of routers is efficiently performed through a name and password-protected web inter-
face. This interface offers a comprehensive configuration GUI, detailed statistics on router activities, signal
strength, system logs, and more (see Figure 1).

To access the web interface on a new router with default settings and establish the router connection,
refer to the Hardware Manual, specifically the First Use chapter.

For cellular routers, it's essential to correctly configure the carrier settings and activate the account.
Ensure you insert the appropriate SIM card. For detailed guidance, refer to the Hardware Manual.

To access the web interface, type the router’s default IP address 7192.168.1.1 into your browser, beginning
with https:// to ensure secure access. The first time you access it, you'll need to install a security certificate
to prevent domain disagreement warnings. For detailed instructions, see Chapter 1.3.1.

The default login username is root. The default password is indicated on the router’s label." Changing
the default password as soon as possible is essential for security.

It is highly recommended to have JavaScript enabled in the browser; otherwise, field validation and
some functions will be disabled.

Three unsuccessful login attempts will block HTTP(S) access from the IP address for one minute.

After a successful login, the web interface presents a menu, providing access to the Status, Configura-
tion, Customization, and Administration sections.

Configure the router's Name and Location in the SNMP settings for display in the web interface’s upper
right corner (see 3.18.6).

'If the router’s label does not specify a unique password, use "root" as the default password.
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Figure 1: Web Configuration GUI
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1. Introduction 1.3 Web Configuration

1.3.1 Managing HTTPS Certificates

The router includes a self-signed HTTPS certificate. Since the identity of this certificate cannot be vali-
dated, web browsers may display a warning message. To avoid this, you can upload your own certificate,
signed by a Certification Authority, to the router. If you wish to use your own certificate (for example, in
combination with a dynamic DNS service), replace the /etc/certs/htips_cert and /etc/certs/htips_key files
on the router. This can easily be done via the GUI on the HTTP configuration page, as detailed in Chapter
3.18.4.

To use the router’s self-signed certificate without encountering the security warning (due to domain name
mismatch) each time you log in, follow these steps:

* Add a DNS record to your DNS system: For Linux/Unix OS, edit /etc/hosts, or for Windows OS,
navigate to C:\WINDOWS\system32\drivers\etc\hosts, or configure your own DNS server. Insert
a new record pairing the router’'s IP address with a domain name derived from its MAC address
(the MAC address of the first network interface, as seen in the Network Status on the router’s web
interface), using dashes instead of colons for separation. For example, a router with the MAC address
00:11:22:33:44:55 would use the domain name 00-11-22-33-44-55.

 Access the router via this new domain name (e.g., https://00-11-22-33-44-55). If the security
warning appears, add an exception to prevent it from recurring (e.g., in the Firefox web browser).
If the option to add an exception is unavailable, export the certificate to a file and import it to your
browser or operating system.

Note: Using a domain name based on the router’'s MAC address may not be compatible with all operating
system and browser combinations.

1.3.2 Allowed and Restricted Input Characters

When configuring the router via the web interface, it is crucial to avoid using forbidden characters in any
input field, not just password fields. Below are the valid and forbidden characters for input. Note that in
some cases, the "space" character may also be disallowed.

Valid characters include: 0-9 a-z A-Z * , + - . / : =2 Vv # % e [ 1 _ {3} ~
Forbidden charactersinclude: " $ & ' () ; <>\ = ~ |

It is important to follow these guidelines during configuration, as entering invalid characters can lead to
errors or unintended behavior.

1.3.3 Supported Certificate Formats

All GUI forms that allow the uploading of certificate files support the following file types:

» CA, Local/Remote Certificate: *.pem, *.crt, *.p12
 Private Key: “.pem, *.key, *.p12
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1. Introduction 1.4 Remote Management Platform

1.4 Remote Management Platform

WebAccess/DMP is an advanced, enterprise-grade platform for provisioning, monitoring, managing, and
configuring Advantech’s routers and loT gateways. It offers zero-touch enablement for each remote device.
For more information, refer to the application note [3] or visit the WebAccess/DMP webpage.

New routers come pre-installed with the WebAccess/DMP client, which by default activates the connec-
tion to the WebAccess/DMP server. This connection can be disabled on the Welcome page upon initial
web interface login or under (Customization — Router Apps — WebAccess/DMP Client).

The activated client periodically uploads router identifiers and configurations to the WebAccess/DMP
server.
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2. Status

All status pages can display live data. To enable this feature, click on the refresh button in the top right
corner on the status page. To stop the data update and to limit the amount of data transferred, disable
automatic data updates by clicking the pause button again.

2.1 General

You can reach a summary of basic router information and its activities by opening the General status
page. This page is displayed when you log in to the device by default. The information displayed on this
page is divided into several sections, based upon the type of the router and its hardware configuration.
Typically, there are sections for the mobile connection, LAN, system information, system information, and
eventually for the WiFi and peripheral ports, if the device is equipped with.

IPv6 Address item can show multiple different addresses for one network interface. This is standard behav-
ior since an IPv6 interface uses more addresses. The second IPv6 Address showed after pressing More
Information is automatically generated EUI-64 format link local IPv6 address derived from MAC address
of the interface. It is generated and assigned the first time the interface is used (e.g. cable is connected,
Mobile WAN connecting, etc.).

2.1.1 Mobile Connection

| ftem ] Description |

SIM Card Identification of the SIM card
Interface Defines the interface
Flags Displays network interface flags:
None - no flags
Up - the interface is administratively enabled
Running - the interface is in operational state (cable detected)
Multicast - the interface is capable of multicast transmission
IP Address IP address of the interface
MTU Maximum packet size that the equipment is able to transmit
Rx Data Total number of received bytes
Rx Packets Received packets
Rx Errors Erroneous received packets
Rx Dropped Dropped received packets

Rx Overruns

Lost received packets because of overload

Tx Data Total number of sent bytes

Tx Packets Sent packets

Tx Errors Erroneous sent packets

Tx Dropped Dropped sent packets

Tx Overruns Lost sent packets because of overload

Uptime Indicates how long the connection to the cellular network has been established

Table 2: Mobile Connection
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2. Status 2.1 General

2.1.2 Ethernet

Every Ethernet interface has its separate section on the General status page. ltems displayed here have
the same meaning as items in the previous part. Moreover, the MAC Address item shows the MAC address
of the corresponding router’s interface. Visible information depends on the Ethernet configuration, see
Chapter 3.1.

2.1.3 WiFi

Items displayed in this part have the same meaning as items in the previous part. WiFi AP part displays
information for the WiFi interface (wlan0) working in access point mode, for the configuration see Chap-
ter 3.6. WiFi STA part displays information for the WiFi interface (wlan1) working in station mode, for the
configuration description see Chapter 3.7.

2.1.4 Peripheral Ports

Information about available peripheral ports is displayed in the Peripheral Ports section.

Com P pesarption

Expansion Port Router’s serial interface (DB9 connector on the front panel).
Binary Input State of binary input
Binary Output State of binary output

Table 3: Peripheral Ports

2.1.5 Security Information

This section provides information about the logged-in user, their last login time, IP address, and the
number of failed login attempts.
2.1.6 System Information

System information about the device is displayed in the System Information section.

| ftem | Descripon |

Product Name Name of the product (may not match with the P/N or order code).

Product Type Type of the product (may be N/A or the same as the Product Name).

Firmware Version Information about the firmware version.

Serial Number Serial number of the router (in case of N/A is not available).

Hardware UUID' Unique HW identifier for the device.

Product Revision' Manufactured product revision number.

Profile Current profile — standard or alternative profiles (profiles are used for example
to switch between different modes of operation).

Free space Free space available for Router Apps and user data.

CPU Usage CPU usage value (turn on the refresh in the top right corner).

Memory Usage Memory usage value (turn on the refresh in the top right corner).

Continued on next page
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2. Status 2.1 General

Continued from previous page

| ftem | Descripon |

RTC Battery RTC battery state.

Supply Voltage Supply voltage of the router.

Temperature Temperature in the router.

Time Current date and time.

Uptime Indicates how long the router is used.

Licenses Link to the list of open source software components of the firmware together

with their license type. Click on the license type to see the license text.
Table 4: System Information

'It may not be available for some models.
20nly for models with PoE. The router’s power supply voltage must meet the required voltage.
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2. Status

2.2 Mobile WAN

2.2 Mobile WAN

The SmartStart SL300 (LAN version) does not display the Mobile WAN status option.

The Mobile WAN menu item contains current information about connections to the mobile network. The
first part of this page (Mobile Network Information) displays basic information about mobile network the
router operates in. There is also information about the module, which is mounted in the router.

I

Registration
Operator
Technology
PLMN

Cell
LAC/TAC

Channel

Band
Signal Strength
Signal Quality

RSSI, RSRP,
RSRQ, SINR,
RSCP or Ec/lo

CSQ

Neighbours
Manufacturer
Model
Revision

State of the network registration

Specifies the operator’'s network the router operates in.
Transmission technology

Code of operator

Cell the router is connected to (in hexadecimal format).

Unique number (in hexadecimal format) assigned to each location area. LAC (Lo-
cation Area Code) is for 2G/3G networks and TAC (Tracking Area Code) is for 4G
networks.

Channel the router communicates on
e ARFCN in case of GPRS/EDGE technology,
e UARFCN in case of UMTS/HSPA technology,
e EARFCN in case of LTE technology.

Cellular band abbreviation.
Signal strength (in dBm) of the selected cell, for details see Table 6.

Signal quality of the selected cell:

e EC/IO for UMTS (it’s the ratio of the signal received from the pilot
channel — EC — to the overall level of the spectral density, ie the
sum of the signals of other cells — 10).

¢ RSRQ for LTE technology (Defined as the ratio 2ESEE)

e The value is not available for the EDGE technology.

Other parameters reporting signal strength or quality. Please note, that some of
them may not be available, depending on the cellular module or cellular technology.

Cell signal strength with following value ranges:
e 2 — 9 = Marginal,
e 10— 14 = OK,
e 15—-19 = Good,
e 20 — 30 = Excelent.

Signal strength of neighboring hearing cells (GPRS only)*.
Module manufacturer
Type of module
Revision of module
Continued on next page

'If a neighboring cell for GPRS is highlighted in red, router may repeatedly switch between the neighboring and the primary cell
affecting the router’s performance. To prevent this, re-orient the antenna or use a directional antenna.
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2. Status 2.2 Mobile WAN

Continued from previous page

I

IMEI IMEI (International Mobile Equipment Identity) number of module

MEID MEID number of module

ICCID Integrated Circuit Card Identifier is international and unique serial number of the
SIM card.

Table 5: Mobile Network Information

Mobile WAN Status
Mobile Network Information
Registration : Home MNetwork
Operator : Vodafone
Technology : LTE
PLMN : 23083
Cell : leagec
LAC : 947C
Channel : b4ga
Signal Strength : -71 dBm
Signal Quality : -7 dB

» More Information «
Statistics for 1st SIM card

Today Yesterday This Wesk Last Week This Period Last Pericd
Rx Data : @ KB 24 KB 24 KB 8 KB 24 KB @ KB
Tx Data : @ KB 988 KB 968 KB 8 KB 988 KB @ KB
Connections : @ 6 b 4] 6 ]
Signal Min : -74 dBm -73 dBm -74 dBm 2 -74 dBm 2
Signal Avg : -72 dBm -71 dBm -72 dBm 2 -72 dBm ?
Signal Max : -71 dBm -71 dBm -71 dBm ? -71 dBm ?
Cells i | 1 1 4] 1 <]
Availability : 100.0% 99.2% 99.8% 8.9% 99.8% 8.e%

Statistics for 2nd SIM card

Today Yesterday This Weesk Last Week This Period Last Period
Rx Data : @ KB 2 KB 2 KB 8 KB 2 KB 8 KB
Tx Data : @ KB 2 KB 2 KB 8 KB 2 KB 8 KB
Connections : 8 a a 5] a ]
Signal Min : ? ? ? ? ? ?
Signal Avg r? ? ? 2 ? ?
Signal Max : 2 ? ? ? ? ?
Cells : @ 2] 2] 5] @ ]
Availability : B.9% 2.8% 9.8% 8.9% 8.8% @.0%

Connection Log
2019-98-21 23:28:97 (1lst SIM card) Connection successfully established.

Figure 2: Mobile WAN Status

The value of signal strength is displayed in different color: in black for good, in orange for fair and in red
for poor signal strength.

Signal Strength GPRS/EDGE/CDMA UMTS/HSPA LTE
(RSSI) (RSCP) (RSRP)

good > -70 dBm > -75 dBm >-90 dBm
fair -70 dBm to -89 dBm -75 dBm to -94 dBm -90 dBm to -109 dBm
poor < -89 dBm <-94 dBm <-109 dBm

Table 6: Signal Strength Value Ranges
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2. Status 2.2 Mobile WAN

The middle part of this page, called Statistics, displays information about mobile signal quality, transferred
data and number of connections for all the SIM cards (for each period). The router has standard intervals,
such as the previous 24 hours and last week, and also period starting with Accounting Start defined for the

MWAN module.
Today Today from 0:00 to 23:59
Yesterday Yesterday from 0:00 to 23:59
This week This week from Monday 0:00 to Sunday 23:59
Last week Last week from Monday 0:00 to Sunday 23:59
This period This accounting period
Last period Last accounting period

Table 7: Description of Periods

I

RX data Total volume of received data

TX data Total volume of sent data

Connections Number of connection to mobile network establishment

Signal Min Minimal signal strength

Signal Avg Average signal strength

Signal Max Maximal signal strength

Cells Number of switch between cells

Availability Availability of the router via the mobile network (expressed as a percentage)

Table 8: Mobile Network Statistics

j Tips for Mobile Network Statistics table:

* Availability is expressed as a percentage. It is the ratio of time connection to the mobile network has
been established to the time that router has been is turned on.

» Placing your cursor over the maximum or minimum signal strength will display the last time the router
reached that signal strength.

The last part (Connection Log) displays information about the mobile network connections and any prob-
lems that occurred while establishing them.
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2. Status 2.3 WiFi

2.3 WiFi
This feature is accessible only on routers equipped with a WiFi module.

Selecting the Status — WiFi — Status option in the web interface’s main menu displays details about the
WiFi access point (AP) and the WiFi station (STA), including a list of all stations connected to the AP.

An example output for WiFi status is illustrated in the figure below. It includes information on the WiFi
chip, its firmware version, and the supported modes for the module. For instance, the notation "Supports
1 station and 2 access points" indicates that it is possible to use one station configuration alongside two
distinct Access Point configurations simultaneously.

WiFi Status

WiFi Module Information

Chip : Qualcomm Atheros QCAGL74A-5
Firmware : WLAM.RM.4.4.1.c3-284859
Supports : 1 station and 2 access points

WiFi AP 1 Status
AP status is not available.

WiFi AP 2 Status
AP stotus is not available.

WiFi STA Status

5TA status is not available.

Figure 3: WiFi Status
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2. Status 2.4 WiFi Scan

2.4 WiFi Scan
! This feature is accessible only on routers equipped with a WiFi module.

Selecting Status — WiFi — Scan initiates a scan for nearby WiFi networks, with the results displayed as
shown in Figure 4.

List of BSSs on STA1L

b4:fb:ed:4e:27:3p wll | Connect | ch3s/SGHz ~ WPA2-PSK/AES  workbenchSGHz
» More Information «

ba:fb:ed:4d:26:c3 |Cannect| Chls2.4GHz WPAZ-PSKSAES AdvantechGuest
» More Information =

10:08:2¢:55:68:a5 1l | Connect | Ch6/2.4GHz  WPA2-PSK/AES  workbench
» More Information «

Bc:8b:83:75:8f:07 | | Connect | Ch1/2.4GHz  WPA2-PSK/AES  advantech
» More Information «

Figure 4: WiFi Scan Output Example

If you click on the Connect button next to the respective WiFi network, you will be redirected to the
Configuration — WiFi — Station page, where the available fields will be pre-filled and you will be able to
connect to the network by entering authentication details.

For each network, you can view details by clicking on the More Information button. Below is the descrip-
tion of some items from the WiFi scanning output.

ftem [ Descripton |

BSS MAC address of the access point (AP).

TSF Synchronizes timers across all stations in a Basic Service Set (BSS).

freq Frequency band of the WiFi network in MHz.

beacon interval Time between synchronization beacons.

capability Properties list of the access point (AP).

signal Signal strength of the access point (AP).

last seen [boottime] Timestamp of the last time the access point (AP) was detected, relative
to the scanning device’s boot time.

last seen [ms ago] Timestamp of the last response from the access point (AP).

SSID Name identifier of the access point (AP).

Supported rates Data rates supported by the access point (AP).

DS Parameter set Broadcasting channel of the access point (AP).

ERP Provides backward compatibility for PHY rates.

Continued on next page
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2. Status 2.4 WiFi Scan

Continued from previous page

 ftem [ Descripton |

RSN Protocol ensuring secure wireless communication.

Extended supported rates Additional supported rates beyond the basic eight.

Country Regulatory domain for the AP, dictating operational parameters.
BSS Load Current load information on the Basic Service Set (BSS).

RM enabled capabilities AP’s ability to report radio spectrum measurements.

(V)HT capabilities Features enhancing data rates for 802.11ac/n networks.

(V)HT operation Utilization of (V)HT capabilities in the current setup.
Overlapping BSS scan Guides scanning for overlapping BSS to minimize interference.
params

Extended capabilities Additional AP features improving network functions.

WMM Prioritizes network traffic to ensure quality for voice and video.

Table 9: Detailed Information about WiFi Networks
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2. Status

2.5 Network

2.5 Network

To view information about the interfaces and the routing table, open the Network item in the Status menu.
The upper part of the window displays detailed information about the active interfaces only:

Note: Some interfaces may not be available on your router, depending on the router hardware.

| Interface]| Descripton |

ethx
lanx

lo
null0
switchQ
usbx
wlanx
pppx
tunx
ipsecx
grex
wgx

Ethernet interfaces
LAN interfaces
Local loopback interface
Loopback interface used by the translator gateway between IPv6 and IPv4 addresses.
SWITCH interface
Active connection to the mobile network — wireless module is connected via USB interface.
WiFi interfaces — if configured
PPP interfaces (e.g., PPPoE tunnel — if configured)
OpenVPN tunnel interfaces — if configured
IPSec tunnel interfaces — if configured
GRE tunnel interfaces — if configured
WireGuard tunnel interfaces — if configured
Table 10: Description of Interfaces in Network Status

The following information can be displayed for network interfaces:

I

HWaddr
inet addr
ineté addr
P-t-P
Bcast
Mask
MTU
Metric

RX

Hardware (unique, MAC) address of a network interface.

IPv4 address of interface

IPv6 address of interface. There can be more of them for single network interface.
IP address of the opposite end (in case of point-to-point connection).

Broadcast address

Mask of network

Maximum packet size that the equipment is able to transmit.

Number of routers the packet must go through.

» packets — received packets

» errors — number of errors

» dropped — dropped packets

* overruns — incoming packets lost because of overload.

» frame — wrong incoming packets because of incorrect packet size.

Continued on next page
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2. Status 2.5 Network

Continued from previous page

I

X » packets — transmit packets
 errors — number of errors
» dropped — dropped packets
» overruns — outgoing packets lost because of overload.
* carrier — wrong outgoing packets with errors resulting from the physical layer.
collisions Number of collisions on physical layer.
txqueuelen  Length of buffer (queue) of the network interface.
RX bytes Total number of received bytes.

TX bytes Total number of transmitted bytes.
Table 11: Description of Information in Network Status

You may view the status of the mobile network connection on the network status screen. If the connection
to the mobile network is active, it will appear in the system information as a usb0 interface.

The Route Table is displayed at the bottom of the Network Status page. Both the IPv4 Route Table and
the IPv6 Route Table are shown below.

If NAT64 is enabled (Configuration — NAT — IPv6 — Enable NAT64), it is automatically used when
connected via IPv6 and communicating with an IPv4 device or network. This works in conjunction with
DNS64 running on the router, which translates domain names to IP addresses. The default NAT64 prefix,
64:ff9b::/96, is used, as seen in Figure 5 below in the IPv6 Route Table section.
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2. Status 2.5 Network

Network Status
Interfaces
ethi Link encap:Ethernet HWaddr 02:AD:FF:00:00:91

inet addr:10.64.0.%1 Bcast:10.64.3.255 Mask:255.255.252.0
ineté addr: fef80::ad:ffff:fe00:91/64 Scope:Link

inetfé addr: £d00:840::91/56 Scope:Global

UP BRORDCAST RUNNING MULTICAST MIU:1500 Metric:l

BEX packet3:954 errors:0 dropped:0 overruns:0 frame:0

IX packet3:74%8 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:82340 (80.4 EB) TX bytes:969616 (946.8 EB)

ethl Link encap:Ethernet HWaddr 02:AD:FF:01:00:91
inet addr:10.65.0.%1 Bcast:10.65.3.255 Mask:255.255.252.0
inetfd addr: £d00:a241::91/56 Scope:Global
ineté addr: fef80::ad:ffff:fe01:91/64 Scope:Link
UP BRORDCAST RUNNING MULTICAST MIU:1500 Metric:l
BEX packet3:263 error3:0 dropped:9 overruns:0 frame:0
TX packet3:4 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:14419 (14.0 KB) TX bytes:680 (€80.0 B)

etha Link encap:Ethernet HWaddr 02:AD:FF:02:00:91
inet addr:10.66.0.%1 Bcast:10.66.3.255 Mask:255.255.252.0
ineté addr: fe80::ad:ffff:fe02:91/64 Scope:Link
inetf addr: £d00:842::91/56 Scope:Global
UP BRORDCAST RUNNING MULTICAST MIU:1500 Metric:l
EX packet3a:15 error3:0 dropped:0 overruns:0 frame:0
TX packet3:& errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen:1024
RX bytes:2234 (2.1 EB) TX bytes:1008 (1008.0 B)

lanl Link encap:Ethernet HWaddr 02:AD:FF:00:00:91
ineté addr: fef80::ad:ffff:fe00:91/64 Scope:Link
UP BROADCAST RUNMNING MULTICAST MIU:1500 Metric:1
BX packets:%967 errors:0 dropped:9 overruns:0 frame:0
TX packets:753 errors:0 dropped:0 overruns:0 carrier:0
collizions:0 txgueuelen:1000
BX bytes:84227 (82.2 KB) TX bytea:970216 (947.4 KB)

Link encap:Ethernet HWaddr TFF:00:00251
inetfé addr: fef80::ad:ffff:fe00:91/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

BX packets:1230 errors:0 dropped:0 overruns:0 frame:0
IX packet3:764 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:l024

BX byres:125706 (122.7 KEB) TX bytes:977642 (854.7 EB

f—-ﬂmh,_4/“‘\,f\“"—\_,—————»:f“u,_/“=f\‘_H_z'%—’\u«_4/“\_#—4’\-»4’“\,4«h,nm_,q‘H_,_,/ud,—Jﬁ~fm~—~m-4’“~—4’“—~hh

Route Table
Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 192.168.253.254 0.0.0.0 s a a 0 uabl
10.64.0.0 0.0.0.0 255.255.252.0 U 1] 1} 0 etho
10.65.0.0 0.0.0.0 255.255.252.0 L a a 0 ethl
10.66.0.0 0.0.0.0 255.255.252.0 L a a 0 eth2
10.70.0.0 0. 0.0.0 255.255.252.0 0 a a 0 wlan
10.72.0.0 0.0.0.0 255.255.252.0 U a a 0 wlan02
192.168.253.254 0.0.0.0 255.255.255.255 UH 1] 1} 0 uab0
IPv6 Route Table
Destination Hext Hop Flags Metric Ref Use Iface
ﬂ%ﬁmﬁﬂmﬁw
££00::/8 33 1) 256 1 0 natfd
1:/0 25 'n -1 1 1 lo

Figure 5: Network Status
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2. Status 2.5 Network

2.5.1 Connections

On the Network Status page, scroll down and click the »Connections« link. A new window listing all
active router connections will display, see Figure 6.

Connections
Protocol Source Address  Source Port Destination Address  Destination Port
tecp 18.64.8.1 49566 18.64.3.138 443
tcp 18.54.8.1 49565 12.64.2.138 443
tcp 18.64.8.1 49557 1a.64.8.138 443
tep 18.564.8.1 48563 18.64.8.138 443
tecp 18.64.8.1 49554 18.64.3.138 443
tcp 18.64.8.1 49559 18.64.3.138 443
tcp 18.64.8.1 49578 l1a.64.2.138 443
tcp 18.64.8.1 489569 1a8.64.8.138 443
tep 18.564.8.1 469551 18.64.3.138 443
tcp 18.64.8.1 49568 18.64.3.138 443
tcp 18.64.8.1 48553 l1a.64.2.138 443
tcp 18.64.8.1 49571 1a8.64.8.138 443
tep 18.564.8.1 49567 18.64.3.138 443
tcp 18.64.8.1 49572 18.64.3.138 443
tcp 18.64.8.1 49568 l1a.64.2.138 443
tcp 18.64.8.1 49562 1a8.64.8.138 443

Figure 6: Connection List
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2. Status 2.6 DHCP

2.6 DHCP

Information about the DHCP server activity is accessible via the DHCP item. The DHCP server automat-
ically configures the client devices connected to the router. The DHCP server assigns each device an IP
address, subnet mask, and default gateway (IP address of the router) and DNS server (IP address of the
router). DHCPVG6 server is supported.

See Figure 7 for the DHCP Status example. Records in the DHCP Status window are divided into two
parts based on the interface.

DHCP Status

Active DHCP Leases [LAN)

IPv4 Address Lease Starts Lease Ends MAC Hostname

192.168.2.2 2022-86-14 11:16:38 2822-86-14 11:26:38 aa:bb:cc:dd:ee: FF "PETA-NB"

IPvE Address Lease Starts Lease Ends IA-NA

2861:db8::18 2822-86-14 11:28:27 2822-86-14 11:38:27 1 235{P\086 00000100008 1%y \838DP{\ 2351 2465K

Active DHCP Leases (WiFi AP 1)

IPv4 Address Lease Starts Lease Ends MAC Hostname
192.168.2.2 2022-86-14 11:38:55 2022-86-14 11:48:55 aa:bbiccidd:ies:FF "Galaxy-51@"

No octive dynomic DHCPuE Leases.
Active DHCP Leases (WiFi AP 2)

DHCP server is disabled.

Figure 7: DHCP Status

The DHCP status window displays the following information on a row for each client in the list. All items
are described in Table 12.

| ftem [ Description |

IPv4 Address IPv4 address assigned to a client.
IPv6 Address IPv6 address assigned to a client.
Lease Starts The time the IP address lease started.
Lease Ends The time the IP address lease expires.
MAC MAC address of the client.

Hostname Client hostname.

IA-NA IPv6 unique identifier.

Table 12: DHCP Status Description

The DHCP status may occasionally display two records for one IP address. It may be caused by resetting
the client network interface.
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2. Status

2.7 IPsec

2.7 IPsec

Selecting the IPsec option in the Status menu of the web page will bring up the information for any
IPsec Tunnels that have been established. If the tunnel has been built correctly, the screen will display
ESTABLISHED and the number of running IPsec connections 1 up (orange highlighted in the figure below.)

If there is no such text in log (e.g. "0 up"), the tunnel was not created!

IPsec Status

IPsec Tunnels Information

Status of IKE charon daemon (weakSwan 5.5.3, Linux 3.12.18+, armv7l):
uptime: 26 minutes, since Nov @89 18:26:18 2017
malloc: sbrk 528384, mmap @, used 123184, free 4085288
worker threads: 11 of 16 idle, 5/8/8/8 working, job queue: ©/8/8/8, scheduled: 5
loaded plugins: charon nonce pem openssl kernel-netlink socket-defsult stroke updown
Listening IP addresses:
192.168.1.1
2081:18:7:6::1
12.8.8.223
Connections:
ipsecl: 1@.8.8.228...%any IKEv2, dpddelay=2@s
ipsecl: local: [12.8.8.228] uses pre-shared key authentication
ipsecl: remote: uses pre-shared key authentication
ipsecl: child: 2801:10:7:6::/64 === 1999:10:7:5::/
Security Associations (1 up, @ connecting}
ipsecl[2]: ESTABLISHED 17 minutes ago, 10.8.8.228[10.0.0.228]...
ipsec 2 v 5t Jel 1 efc _r=, pre-shared key reau
ipseci[2]: IKE proposal: AES_CBC_128/HMAC_SHAZ_256_128/PRF_HMAC_SHAZ_256/MODP_3872
ipsec1{?}: INSTALLED, TUMNEL, reqid 2, ESP SPIs: c7247a@3_i c29f5287_o
ipsec1{2}: AES_CBC_128/HMAC_SHA1 96, @ bytes_i, @ bytes_o, rekeying in 38 minutes
ipsecl{2}: 2091:18:7:6:: /64 === 1999:18:7:5::/64

entication in 28 minutes

Figure 8: IPsec Status
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2. Status 2.8 WireGuard

2.8 WireGuard

Selecting the WireGuard option in the Status menu of the web page will bring up the information for any
WireGuard Tunnels established. In the figure below is an example of the first WireGuard tunnel running.

WireGuard Tunnel Status

1st WireGuard Tunnel Information

interface: wgl

public key: ZuSpZz4haSxUDGvcFNIULr2WeoxzcLl6VAHI+HkyEGSE=
private key: (hidden)
listening port: 51828

peer: sHvmBRBHLOM7hREmD+/VABCSaIluDPgfnwg371+@gMvM=
endpoint: 192.168.7.231:51828

allowed ips: 18.8.8.8/38, 192.168.133.8/24
latest handshake: 1 minute, 55 seconds ago
transfer: 1.44 KiB received, 5.28 KiB sent
persistent keepalive: every 25 seconds

2nd WireGuard Tunnel Information
WireGuard 15 disabled.

3rd WireGuard Tunnel Information

WireGuard is disabled.

4th WireGuard Tunnel Information

WireGuard is disabled.

Figure 9: WireGuard Status Page

The Latest handshake time is the time left from the latest successful communication with the opposite
tunnel side. This item will not be shown here until there is a tunnel communication (data sent by the
client-side or the keepalive data sent when NAT/Firewall Traversal is set to yes).
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2. Status 2.9 DynDNS

2.9 DynDNS

The router supports DynamicDNS using a DNS server on www.dyndns.org. If Dynamic DNS is config-
ured, the status can be displayed by selecting menu option DynDNS. Refer to www.dyndns.org for more
information on how to configure a Dynamic DNS client.

You can use the following listed servers for the Dynamic DNS service. It is possible to use the DynDNSv6
service with /P Mode switched to IPv6 on DynDNS Configuration page.

* www.dyndns.org

* www.spdns.de

» www.dnsdynamic.org
* WWW.Noip.com

DynDNS Status
Last DynDNS Update Status

DynDMNS record successfully updated.

Last DynDNSv6 Update Status

No update performed yet.

Figure 10: DynDNS Status

When the router detects a DynDNS record update, the dialog displays one or more of the following
messages:

+ DynDNS client is disabled.

* Invalid username or password.

» Specified hostname doesn’t exist.

* Invalid hostname format.

» Hostname exists, but not under specified username.
* No update performed yet.

» DynDNS record is already up to date.

» DynDNS record successfully update.

» DNS error encountered.

+ DynDNS server failure.

The router’s SIM card must have public IP address assigned or DynDNS will not function correcily.
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2. Status 2.10 System Log

2.10 System Log
Sensitive data in the report is filtered out for security reasons.

You can view the system log by selecting the Status — System Log menu item. This displays detailed
reports from individual applications running on the router.

The default size of the system log is 1000 KiB. Once this limit is reached, a new file is created to store
subsequent log entries. When the second file becomes full, the first file is overwritten. You can configure
the Log Size Limit and other related settings in the Syslog configuration, accessible via Configuration —
Services — Syslog.

Use the Save Log button to save the system log to a connected computer. The log will be saved as a text
file with the .log extension.

The Save Report button generates a detailed report, saved as a text file with the .txt extension.
This report includes system information, statistical data, routing and process tables, details of running
processes, filesystem information, the system log, and configuration details.

System Log

System Messages

2013-07-02 12:46:14 System log daemon started.

2013-07-02 12:46:19 pppsd[426] : ppp3sd started

2013-07-02 12:46:19 pppad[426]: module is turned on

2013-07-02 12:46:19 pppad[426]: gelected SIM: 1st

2013-07-02 12:46:19 dnsmasqg[453]: started, version 2.59 cachesize 150
2013-07-02 12:46:19 dnsmasg[453]: cleared cache

2013-07-02 12:46:19 bard[455]: bard started

2013-07-02 12:46:19 pppad[426]: selected APN: connection.com
2013-07-02 12:46:19 pppad[426]: waiting for registration
2013-07-02 12:46:20 pppad[426]: starting usbkd

2013-07-02 12:46:20 uskd[500]: uskd started

2013-07-02 12:46:20 usbd[500]: establishing connection

2013-07-02 12:46:20 3shd[506]: Server listening on 0.0.0.0 port 22.
2013-07-02 12:46:29 usbd[500]: connection established

2013-07-02 12:46:29 usbd[500]: local IP address 10.0.1.229%
2013-07-02 12:46:29 usbd[500]: primary DNS address 10.0.0.1
2013-07-02 12:46:29 bard[455]: backup route selected: "Mobile WRN™
2013-07-02 12:46:29 bard[455]: script /etc/scripta/ip-up started
2013-07-02 12:46:30 bard[455]: script fetc/scripts/ip-up finished, status = 0x0
2013-07-02 12:46:31 dnsmasg[453]: reading /etc/resclv.cont
2013-07-02 12:46:31 dnsmasg[453]: using nameserver 10.0.0.1$%53

| Save Log || Save Report |

Figure 11: System Log
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3. Configuration

3.1 Ethernet

To enter the Local Area Network configuration, select the Ethernet menu item in the Configuration sec-

tion.

Ethernet Configuration page is divided into IPv4 and IPv6 columns, see Figure 12. There is dual stack
support of IPv4 and IPv6 protocols — they can run alongside, you can configure either one of them or both.
If you configure both IPv4 and IPv6, other network devices will choose the communication protocol. Con-
figuration items and IPv6 to IPv4 differences are described in the tables below.

| ftem ] Descripton |

DHCP Client

IP Address

Subnet Mask / Prefix

Default Gateway

DNS Server

Enables/disables the DHCP client function. If in IPv6 column, the
DHCPv6 client is enabled. DHCPv6 client supports all three meth-
ods of getting an IPv6 address — SLAAC, stateless DHCPv6 and
statefull DHCPv6.

 disabled — The router does not allow automatic allocation of
an IP address from a DHCP server in LAN network.

- enabled — The router allows automatic allocation of an IP
address from a DHCP server in LAN network.

A fixed IP address of the Ethernet interface. Use IPv4 notation in
IPv4 column and IPv6 notation in IPv6 column. Shortened IPv6
notation is supported.

Specifies a Subnet Mask for the IPv4 address. In the IPv6 column,
fill in the Prefix for the IPv6 address — number in range 0 to 128.

Specifies the IP address of a default gateway. If filled-in, every
packet with the destination not found in the routing table is sent to
this IP address. Use proper IP address notation in IPv4 and IPv6
column.

Specifies the IP address of the DNS server. When the IP address
is not found in the Routing Table, the router forwards the request
to DNS server specified here. Use proper IP address notation in
IPv4 and IPv6 column.

Table 13: Configuration of the Network Interface — IPv4 and IPv6
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3. Configuration 3.1 Ethernet

The Default Gateway and DNS Server items are only used if the DHCP Client item is set to disabled
and if the ETHO is selected by the Backup Routes system as the default route. (The selection algorithm is
described in section 3.8). Since FW 5.3.0, Default Gateway and DNS Server are also supported on bridged
interfaces.

The following items (in the table below) are global for the configured Ethernet interface. Only one bridge
can be active on the router at a time. The DHCP Client, IP Address and Subnet Mask / Prefix parameters
of the only one of the interfaces are used to for the bridge. ETHO has higher priority when other interfaces
(wlan0) are added to the bridge. Other interfaces can be added to or deleted from an existing bridge at any
time. The bridge can be created on demand for such interfaces, but not if it is configured by their respective
parameters.

| ftem [ Description |

Bridged Activates/deactivates the bridging function on the router.

* no — The bridging function is inactive (default).
» yes — The bridging function is active.

Media Type Specifies the type of duplex and speed used in the network.

» Auto-negation — The router automatically sets the best speed
and duplex mode of communication according to the network’s
possibilities.

* 100 Mbps Full Duplex — The router communicates at 100 Mbps,
in the full duplex mode.

» 100 Mbps Half Duplex — The router communicates at 100 Mbps,
in the half duplex mode.

* 10 Mbps Full Duplex — The router communicates at 10 Mbps, in
the full duplex mode.

* 10 Mbps Half Duplex — The router communicates at 10 Mbps, in
the half duplex mode.

MTU Maximum Transmission Unit value. Default value is 1500 bytes.
Table 14: Configuration of the Network Interface — global items
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3. Configuration 3.1 Ethernet

ETHO Configuration

IPv4 IPv6
DHCP Client disabled v || disabled v
IP Address 10.64.0.37 fc00::a40:37
Subnet Mask / Prefix 2552552520 118
Default Gateway
DNS Server
Bridged no v
Media Type auto-negotiation v
MTU 1500 bytes

Enable dynamic DHCP leases
IPv4 IPv6
IP Pool Start

IP Pool End

Lease Time sec

Enable static DHCP leases
MAC Address IP Address IPv6 Address

Enable IPv6 prefix delegation
Subnet ID *

Subnet ID Width * bits

Enable IEEE 802.1X Authentication
Authentication Method | EAP-PEAP/MSCHAPV2 v
CA Certificate

Choose File |No file chosen

Local Certificate

Choose File |No file chosen

Local Private Key

Choose File |No file chosen

Identity

Password @

* can be blank

Apply

Figure 12: LAN Configuration page
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3. Configuration 3.1 Ethernet

3.1.1 DHCP Server

The DHCP server assigns the IP address, gateway IP address (IP address of the router) and IP address
of the DNS server (IP address of the router) to the connected clients. If these values are filled in by the
user in the configuration form, they will be preferred.

The DHCP server supports static and dynamic assignment of IP addresses. Dynamic DHCP assigns
clients IP addresses from a defined address space. Static DHCP assigns |IP addresses that correspond to
the MAC addresses of connected clients.

If IPv6 column is filled in, the DHCPv6 server is used. DHCPvV6 server offers stateful address configuration
to connected clients. Only when the Subnet Prefix above is set to 64, the DHCPv6 server offers both — the
stateful address configuration and SLAAC (Stateless Address Autoconfiguration).

Do not to overlap ranges of static allocated IP addresses with addresses allocated by the dynamic
DHCP server. IP address conflicts and incorrect network function can occur if you overlap the ranges.

tem ____ _____ JDescripton |

Enable dynamic DHCP leases  Select this option to enable a dynamic DHCP server.

IP Pool Start Starting IP addresses allocated to the DHCP clients.
Use proper notation in IPv4 and IPv6 column.

IP Pool End End of IP addresses allocated to the DHCP clients. Use
proper IP address notation in IPv4 and IPv6 column.

Lease time Time in seconds that the IP address is reserved before

it can be re-used.
Table 15: Configuration of Dynamic DHCP Server

I I

Enable static DHCP leases Select this option to enable a static DHCP server.
MAC Address MAC address of a DHCP client.

IPv4 Address Assigned IPv4 address. Use proper notation.
IPv6 Address Assigned IPv6 address. Use proper notation.

Table 16: Configuration of Static DHCP Server

3.1.2 IPv6 Prefix Delegation

This is an advanced configuration option. IPv6 prefix delegation works automatically with DHCPv6 —
use only if different configuration is desired and if you know the consequences.

If you want to override the automatic IPv6 prefix delegation, you can configure it in this form. You have
to know your Subnet ID Width (part of IPv6 address), see Figure below for the calculation help — it is an
example: 48 bits is Site Prefix, 16 bits is Subnet ID (Subnet ID Width) and 64 bits is Interface ID.
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3. Configuration

3.1 Ethernet

2001:0db8:85a3:08d3:1319:8a2e:0370:7344

Site Prefix Subnet ID Interface ID
Figure 13: IPv6 Address with Prefix Example

[ftem _________|Descrpton ___

Enable IPv6 prefix delegation

Subnet ID

Subnet ID Width

Enables prefix delegation configuration filled-in below.

The decimal value of the Subnet ID of the Ethernet inter-
face. Maximum value depends on the Subnet ID Width.

The maximum Subnet ID Width depends on your Site

Prefix — it is the remainder to 64 bits.

Table 17: IPv6 prefix delegation configuration
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3. Configuration 3.1 Ethernet

3.1.3 802.1X Authentication to RADIUS Server

Authentication (802.1X) to RADIUS server can be enabled in next configuration section. The router can
be RADIUS user or client only (not the server). This functionality requires additional setting of identity and
certificates as described in the following table.

| ftem | Descripton

Enable IEEE Select this option to enable 802.1X Authentication.

802.1X Authenti-

cation

Authentication Select authentication method (EAP-PEAPMSCHAPV2 or EAP-TLS).
Method

CA Certificate Definition of CA certificate for EAP-TLS authentication protocol.

Local Certificate Definition of local certificate for EAP-TLS authentication protocol.
Local Private Key  Definition of local private key for EAP-TLS authentication protocol.
Identity User name — identity.

Password Access password. This item is available for EAP-PEAPMSCHAPv2
protocol only. Enter valid characters only, see chap. 1.3.2!

Local Private Key Definition of password for private key of EAP-TLS protocol. This item
Password is available for EAP-TLS protocol only. Enter valid characters only,
see chap. 1.3.2!

Table 18: Configuration of 802.1X Authentication
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3. Configuration

3.1 Ethernet

3.1.4 LAN Configuration Examples
Example 1: IPv4 Dynamic DHCP Server, Default Gateway and DNS Server

* The range of dynamic allocated IPv4 addresses is from 192.168.1.2 to 192.168.1.4.
» The address is allocated for 600 second (10 minutes).

» Default gateway IP address is 192.168.1.20

* DNS server IP address is 192.168.1.20

0o =

192.168.1.2

192.168.1.3 1

O -
&

192.168.1.20

Figure 14: Network Topology for Example 1

GSM / LTE

192.168.1.1
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3. Configuration

3.1 Ethernet

ETHO Configuration

IPv4 IPve
DHCP Client disabled v || disabled v
IP Address 192.168.1.1
Subnet Mask / Prefix 255255 2550
Default Gateway 129.168.1.20
Primary DNS Server 192.168.1.20
Secondary DNS Server
Bridged no v
Media Type auto-negotiation v
¥ Enable dynamic DHCP leases
IPv4 IPvE
IP Pool Start 192.168.1.2
IP Pool End 192.168.1.4
Lease Time 600 600 sec
Enable static DHCP leases
MAC Address IP Address IPv6 Address

Enable IPv6 prefix delegation
Subnet ID *

Subnet ID Width *

bits

Enable IEEE 802.1X Authentication
Authentication Method
CA Certificate

Local Certificate

Local Private Key

Identity

Password

* can be blank

EAP-PEAP/MSCHAPVZ v

Choose File |No file chosen

Choose File |No file chosen

Choose File |No file chosen

Apply

Figure 15: LAN Configuration for Example 1
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3. Configuration 3.1 Ethernet

Example 2: IPv4 Dynamic and Static DHCP server

» The range of allocated addresses is from 192.168.1.2 to 192.168.1.4.

» The address is allocated for 600 seconds (10 minutes).

» The client with the MAC address 01:23:45:67:89:ab has the IP address 192.168.1.10.
+ The client with the MAC address 01:54:68:18:ba:7e has the IP address 192.168.1.11.

Q 192.168.1.2
—_—

192.168.1.3

-
/

VN
N N

>

192.168.1.10 192.168.1.11
01-23-45-67-89-ab 01-54-68-18-ba-7e

Figure 16: Network Topology for Example 2

'

<+

GSM / LTE

192.168.1.1

4
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3. Configuration

3.1 Ethernet

ETHO Configuration

IPv4 IPvE
DHCP Client disabled v || disabled v
IP Address 192.168.1.1
Subnet Mask / Prefix 2552552550
Default Gateway
Primary DNS Server
Secondary DNS Server
Bridged no v
Media Type auto-negotiation v

¥ Enable dynamic DHCP leases

IPv4 IPV6
1P Pool Start 192.168.1.2
1P Pool End 192.168.1.4
Lease Time 600 600 sec
¥ Enable static DHCP leases
MAC Address IP Address IPv6 Address
01:23:45:67:89:ab 192 168.1.10
01:54:65:18:ba:7e 192.168.1.11

Enable IPv6 prefix delegation
Subnet ID *

Subnet ID Width * bits

Enable IEEE 802.1X Authentication
Authentication Method EAP-TLS v
CA Certificate

Choose File | No file chosen

Local Certificate

Choose File |No file chosen

Local Private Key
Choose File | No file chosen

Identity

Local Private Key Password @

* can be blank

Apply

Figure 17: LAN Configuration for Example 2
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3. Configuration

3.1 Ethernet

Example 3: IPv6 Dynamic DHCP Server

* The range of dynamic allocated IPv6 addresses is from 2001:db8::1 to 2001:db8::ffff.

» The address is allocated for 600 second (10 minutes).
» The router is still accessible via IPv4 (192.168.1.1).

Assigned

IPv6 Address @ ‘—l
i Mobile WAN
Assigned bile W
IPv6 Address @ «— “«—> «— —
Router
Assigned eth0 IPv6: 2001:db8::1 Internet
ssigne :
IPV6 Address eth0 IPv4: 192.168.1.1

Figure 18: Network Topology for Example 3
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3. Configuration

3.1 Ethernet

ETHO Configuration

IPv4 IPv6
DHCP Client disabled disabled v
IP Address 192.168.1.1 2001:db6&::1
Subnet Mask / Prefix 255.255.255.0 64
Default Gateway
Primary DNS Server
Secondary DNS Server
Bridged no
Media Type auto-negotiation
¥ Enable dynamic DHCP leases
IPv4 IPv6
IP Pool Start 2001:db8::2
IP Pool End 2001:db8:ffff
Lease Time 600 sec
Enable static DHCP leases
MAC Address IP Address IPv6 Address

Enable IPv6 prefix delegation
Subret ID *

Subnet ID Width *

bits

Enable IEEE 802.1X Authentication
Authentication Method EAP-TLS
CA Certificate

Local Certificate

Local Private Key

Identity

Local Private Key Password

* can be blank

Choose File | No file chosen

Choose File | No file chosen

Choose File | No file chosen

Apply

Figure 19: LAN Configuration for Example 3
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3. Configuration

3.2 VLAN

3.2 VLAN

This section allows for the configuration of VLAN on the device. You can configure up to three VLANSs.
The configuration form consists of multiple sections that enable the user to configure VLAN interfaces,
DHCP leases, and IPv6 delegation, see Figure 20 and Table 19.

1st VLAN Configuration

[[] Create 1st VLAN connection
IPv4

IPvE

DHCF Client | disabled

v || disabled

IP Address |

Subnet Mask / Prefix |

Interface [ETHO

v]

VLAN ID |

MTU * |

| bytes

"1 Enable dynamic DHCP leases
IPv4

IPvE

1P Pool Start |

IP Pool End |

Lease Time |E(}D

|[600

| sec

[C] Enable static DHCP leases
MAC Address IP Address

IPvE Address

[C1Enable IPv6 prefix delegation

Subnet ID * |

Subnet ID Width * |

= can be blank

| Apply |

Figure 20: VLAN Configuration Form

| ftem [ Descripton |

Create VLAN connection
DHCP Client (IPv4/IPv6)

IP Address

Subnet Mask / Prefix
Interface

VLAN ID

MTU

Enables the creation of the VLAN connection.
Enables or disables the DHCP client for IPv4 and IPv6:

» disabled — Disables the DHCP client.

» enabled — Enables the DHCP client for the respective protocol.

Manually specify the IP address for the VLAN interface.
Defines the subnet mask for IPv4 or the prefix for IPv6.
Select the Ethernet interface associated with the VLAN.
Specifies the VLAN ID for the virtual LAN interface.
The Maximum Transmission Unit (MTU) size in bytes.
Continued on the next page
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3. Configuration 3.2 VLAN

Continued from previous page

ftem ________ [fDescription |

Enable dynamic DHCP leases Enables dynamic DHCP leases configuration for IPv4 and IPv6:
* IP Pool Start: Start of the DHCP pool for IPv4 and IPv6.
* IP Pool End: End of the DHCP pool for IPv4 and IPv6.

» Lease Time: Lease time in seconds, default is 600 seconds for
both IPv4 and IPv6.

Enable static DHCP leases Enables configuration of static DHCP leases for specific MAC ad-
dresses:

« MAC Address: MAC address of the client.
» |IP Address: Fixed IPv4 address for the client.
» IPv6 Address: Fixed IPv6 address for the client.

Enable IPv6 prefix delegation Enables configuration of IPv6 prefix delegation:
» Subnet ID: The subnet ID for prefix delegation.
» Subnet ID Width: The width of the subnet ID in bits.

Table 19: VLAN Configuration Options

Once all the desired settings are configured, click the Apply button to save the configuration.
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3. Configuration 3.3 VRRP

3.3 VRRP

Select the VRRP menu item to enter the VRRP configuration. There are two submenus which allows to
configure up to two instances of VRRP. VRRP protocol (Virtual Router Redundancy Protocol) allows you to
transfer packet routing from the main router to a backup router in case the main router fails. (This can be
used to provide a wireless cellular backup to a primary wired router in critical applications.) If the Enable
VRRP is checked, you may set the following parameters.

ftem [ Descripton |

Protocol Version Choose version of the VRRP (VRRPv2 or VRRPV3).

Virtual Server IP Address This parameter sets the virtual server IP address. This address must
be the same for both the primary and backup routers. Devices on the
LAN will use this address as their default gateway IP address.

Virtual Server ID This parameter distinguishes one virtual router on the network from an-
other. The main and backup routers must use the same value for this
parameter.

Host Priority The active router with highest priority set by the parameter Host Priority,

is the main router. According to RFC 2338, the main router should have
the highest possible priority — 255. The backup router(s) have a priority
in the range 1 — 254 (default value is 100). A priority value of 0 is not
allowed.

Table 20: VRRP Configuration ltems Description

You may set the Check connection flag in the second part of the window to enable automatic test mes-
sages for the cellular network. In some cases, the mobile WAN connection could still be active but the
router will not be able to send data over the cellular network. This feature is used to verify that data can
be sent over the PPP connection and supplements the normal VRRP message handling. The currently ac-
tive router (main/backup) will send test messages to the defined Ping IP Address at periodic time intervals
(Ping Interval) and wait for a reply (Ping Timeout). If the router does not receive a response to the Ping
command, it will retry up to the number of times specified by the Ping Probes parameter. After that time, it
will switch itself to a backup router until the PPP connection is restored.

You may use the DNS server of the mobile carrier as the destination IP address for the test messages
(Pings).

The Enable traffic monitoring option can be used to reduce the number of messages that are sent to
test the PPP connection. When this parameter is set, the router will monitor the interface for any packets
different from a ping. If a response to the packet is received within the timeout specified by the Ping Timeout
parameter, then the router knows that the connection is still active. If the router does not receive a response
within the timeout period, it will attempt to test the mobile WAN connection using standard Ping commands.
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3. Configuration 3.3 VRRP

Ctem | Description

Ping IP Address Destinations |IP address for the Ping commands. IP Address can not be spec-
ified as a domain name.

Ping Interval Interval in seconds between the outgoing Pings.

Ping Timeout Time in seconds to wait for a response to the Ping.

Ping Probes Maximum number of failed ping requests.

Table 21: Check Connection

Example of the VRRP protocol:

Main router
Virtual server ID 5

Host priority 255
A
Nv:

192.168.1.2
Backup router

I! Virtual server ID 5

192.168.1.3  Host priority 100

Figure 21: Topology of VRRP Configuration Example

1st VRRP Instance Configuration

Enable 1st VRRP Instance

Protocol Version VRRPv2 A
Virtual Server IP Address 192.168.1.1

Virtual Server ID ]

Host Priority 255

[¥] Check connection

Ping IP Address 10.0.1.3

Ping Interval 10 sec
Ping Timeout 5 sec
Ping Probes 10

"] Enable traffic monitoring

Figure 22: Example of VRRP Configuration — Main Router
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3. Configuration 3.3 VRRP

1st VRRP Instance Configuration

Enable 1st VRRP Instance

Protocol Version VRRPv2 v
Virtual Server IP Address 192.168.1.1

Virtual Server ID 5

Host Priority 100

Check connection

Ping IP Address 10.0.1.3

Ping Interval 10 sec
Ping Timeout 5 sec
Ping Probes 10

["] Enable traffic monitoring

Figure 23: Example of VRRP Configuration — Backup Router
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3. Configuration

3.4 Mobile WAN Configuration

3.4 Mobile WAN Configuration

Select the Mobile WAN item in the Configuration menu section to enter the cellular network configuration
page. See Mobile WAN Configuration page in Figure 25.

3.4.1 Connection to Mobile Network

If the Create connection to mobile network checkbox is checked, then the router will automatically attempt
to establish a connection after booting up. You can specify the following parameters for each SIM card

separately.

| ftem | Descripton

Carrier
APN
Username
Password

Authentication

IP Mode

IP Address

Dial Number

Operator

Network type

PIN

Network carrier selection (for SmartStart SL302 router only).
Network identifier (Access Point Name).
The user name used for logging on to the GSM network.

The password used for logging on to the GSM network. Enter valid
characters only, see chap. 1.3.2!

Authentication protocol used in the GSM network:

* PAP or CHAP - The router selects the authentication method.
« PAP — The router uses the PAP authentication method.
» CHAP — The router uses the CHAP authentication method.

Specifies the version of IP protocol used:

» IPv4 — IPv4 protocol is used only (default).
» IPv6 — IPv