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Used symbols

A Danger — Information regarding user safety or potential damage to the router.

! Attention — Problems that can arise in specific situations.

O Information — Useful tips or information of special interest.

Firmware Version

Current version of firmware is 6.4.3 (August 16, 2024).




Contents

1.

Manual Overview

2. Configuration Introduction

2.1 Web Configuration . . . . . . . . e
2.1.1 Managing HTTPS Certificates . . . . . . . . . . . ..
2.1.2 Allowed and Restricted Input Characters . . . . . ... ... ... ... .. .......
2.1.3 Supported Certificate Formats . . . . . . . . . ...

2.2 Remote Management Platform . . . . . . . . . .. ...

Status

3.1 General Status . . . . . . . e
3.1.1 Mobile Connection . . . . . . . . . . . . e
3.1.2 EthernetStatus . . . . . . . . . e
3.1.3 WIiFiStatus . . . . . . . . e
3.1.4 Peripheral Ports . . . . . . . e
3.1.5 System Information. . . . . . . ..

3.2 Mobile WAN Status . . . . . . . . . . e

3.3 WIiFiStatus . . . . . . . e

3.4 WIFiScan . . . . . . . e

3.5 Network Status . . . . . . . . e

3.6 DHCP Status . . . . . . . . e

3.7 IPsec Status . . . . . . .. e

3.8 WireGuard Status . . . . . . . . e e e

3.9 DynDNS Status . . . . . . . . e

3.10 System LOog . . . . . . e e

Configuration

4.1 Ethernet Configuration . . . . . . . . . . .
411 DHCP Server . . . . . . e e
4.1.2 IPv6 Prefix Delegation . . . . . . . . . . .
4.1.3 802.1X Authentication to RADIUS Server . . . . . . . . ... ... .. ...
4.1.4 LAN Configuration Examples . . . . . . . . . . ..

4.2 VRRP Configuration . . . . . . . . e

4.3 Mobile WAN Configuration . . . . . . . . . . e
4.3.1 Connection to Mobile Network . . . . . . . . . ...
4.3.2 DNS Address Configuration . . . . . . . . . . ... .
4.3.3 Check Connection to Mobile Network . . . . . . ... .. ... ... ... .......
4.3.4 Check Connection Example . . . . . . . . . . . e
4.3.5 Data Limit Configuration . . . . . . . . . ..
4.3.6 Switch between SIM Cards Configuration . . . . .. ... ... ... ... .......
4.3.7 Examples of SIM Card Switching Configuration . . . . . . ... ... ... .......
4.3.8 PPPoE Bridge Mode Configuration . . . . . . .. .. ... .. .. ... . . ...

4.4 PPPoE Configuration . . . . . . . . . o . e

4.5 WiFi Access Point Configuration . . . . . . . . . .

4.6 WiFi Station Configuration . . . . . . . . . . .



4.7 Backup Routes . . . . . . . . . e 62

4.7.1 Default Priorities for Backup Routes . . . . . . . . .. .. ... oL 62
4.7.2 User Customized BackupRoutes . . . . . .. ... ... ... . 63
4.7.3 Backup Routes Examples . . . . . . . . . 66

4.8 StaticRoutes . . . . . . . 72
4.9 Firewall Configuration . . . . . . . . e 73
4.9.1 Example of the IPv4 Firewall Configuration . . . . ... ... ... ... ........ 76
4.10 NAT Configuration . . . . . . . . e 78
4.10.1 Examples of NAT Configuration . . . . . . .. .. .. .. ... .. .. . ... 81

4.11 OpenVPN Tunnel Configuration . . . . . . . . . . . . 85
4.11.1 Example of the OpenVPN Tunnel Configuration in IPv4 Network . . . . . ... .. .. 89

4.12 IPsec Tunnel Configuration . . . . . . . . . . . e 90
4.12.1 Route-based Configuration Scenarios . . . . . . .. . .. ... ... . ... 90
4.12.2 IPsec Authentication Scenarios . . . . . . . . . .. 91
4.12.3 Configuration ltems Description . . . . . . . . . . ... 92
4.12.4 Basic IPv4 IPSec Tunnel Configuration. . . . . . .. .. ... ... ... .. ...... 97
4.13 WireGuard Tunnel Configuration . . . . . . . . . .. . 98
4.13.1 WireGuard IPv4 Tunnel Configuration Example . . . . . ... ... .. ... .. .... 101
4.14 GRE Tunnels Configuration . . . . . . . . . 103
4.14.1 Example of the GRE Tunnel Configuration . . . . . . . ... ... ... ... ...... 104

4.15 L2TP Tunnel Configuration . . . . . . . . . . 106
4.15.1 Example of the L2TP Tunnel Configuration . . . . . ... ... ... ... .. ..... 108

4.16 PPTP Tunnel Configuration . . . . . . . . . . . 109
4.16.1 Example of the PPTP Tunnel Configuration . . . .. ... ... ... ... ....... 111
447 SErVICES . . . . o e e e 112
4171 DynDNS . . . . . . 112
4172 FTP o o 113
4173 HTTP . o o 114
4174 NTP . . o 115
4.17.5 PAM . o e 116
4.17.6 SNMP . . . . 120
4.17.7 SMTP . . . 124
4.17.8 SMS . . . 126
4.17.9 SSH . . 135
417.10SysI0g . . .. e e 136
4171 Telnet . . . L L 137

418 Expansion Port 1 & 2, USB Port . . . . . . . . . e 138
4.18.1 Examples of the Expansion Port Configuration . . . . . ... ... ... ... ..... 141
419 SCriptS . . . o e e 142
4.19.1 Startup Script . . . . . L 142
4.19.2 Example of Startup Script . . . . . . .. 142
4.19.83 Up/Down SCripts . . . . . . o o e e e e 142
4.19.4 Example of IPv6 Up/Down Script . . . . . . . . . . . 143

4.20 Automatic Update Configuration . . . . . . . . . . . . . . . .. . 144
4.20.1 Example of AutomaticUpdate . . . . . . . . . . . . ... 146
4.20.2 Example of Automatic Update Basedon MAC . . . . . . . . .. . ... ... ... ... 147

. Customization 148
51 Router Apps . . . o o o e 148

5.2 Settings . . . . . e 150



6. Administration

6.1 USers . . . . .

6.1.1 Passwodless Console Login. . . . . . . . . . . ..
6.2 Change Profile . . . . . . .
6.3 Change Password . . . . . . . . . . e e
6.4 Two-Factor Authentication . . . . . . . . . . .
6.5 SetDateand Time . . . . . . . . . . e
6.6 Set SMS Service Center . . . . . . . . e
6.7 Unlock SIM Card . . . . . . . . . e
6.8 Unblock SIM Card . . . . . . . . e
6.9 Send SMS . . . .. e
6.10 Backup Configuration . . . . . . . . . e
6.11 Restore Configuration . . . . . . . . . .
6.12 Update Firmware . . . . . . . . . . e
6.13 Reboot . . . . . . . e
6.14 Logout . . . . . e

7. Typical Situations

7.1 Access tothe Internetfrom LAN . . . . . . . .
7.2 Backup Access to the Internet from LAN . . . . . . . . . . L
7.3 Secure Networks Interconnectionor Using VPN . . . . . . . . . ... oL oL
7.4 Serial Gateway . . . . ... e

8. Additional Notes

8.1 IPVB SUppOrt . . . . o e e
8.2 Bluetooth Support . . . . . . e
8.3 IEEE 802.1X Support . . . . . . e e e

Appendix A: Open Source Software License
Appendix B: Glossary and Acronyms
Appendix C: Index

Appendix D: Related Documents

151

151
152
155
156
157
161
162
162
163
163
164
165
166
167
167

168

168
170
174
176

178

178
178
178

180

181

186

189



List of Figures

ONO O WN =

Web Configuration GUI . . . . . . . . . e 3
Mobile WAN Status . . . . . . . . . e 10
WIiFi Status . . . . . . 12
WiFi Scan Output Example . . . . . . . . . 13
Network Status . . . . . . . . e 17
DHCP Status . . . . . . . o e 18
IPsec Status . . . . . . . e 19
WireGuard Status Page . . . . . . . . . . e 20
DynDNS Status . . . . . . . . e 21
System Log . . . . . . e 22
Example program syslogd start with the parameter-R . . . . . . . .. ... ... ... .. .. 23
LAN Configuration page . . . . . . . . . o e e 24
IPv6 Address with Prefix Example . . . . . . . . .. . 28
Network Topology for Example 1 . . . . . . . . . . 30
LAN Configuration for Example 1 . . . . . . . . . . . 31
Network Topology for Example 2 . . . . . . . . . . 32
LAN Configuration for Example 2 . . . . . . . . . . . . 33
Network Topology for Example 3 . . . . . . . . . . 34
LAN Configuration for Example 3 . . . . . . . . . . . . 35
Topology of VRRP configurationexample . . . . . . .. .. ... .. . ... .. 37
Example of VRRP configuration —mainrouter . . . . . . .. ... ... ... .. ... ... 37
Example of VRRP configuration —backup router . . . . .. . ... ... L. 38
Mobile WAN Configuration . . . . . . . . . . . . e 39
Check Connection Example . . . . . . . . . 43
Configuration for SIM card switching Example 1 . . . . . . . . .. ... ... ... ...... 47
Configuration for SIM card switching Example 2 . . . . . . .. ... ... ... ... ...... 48
PPPoE Configuration. . . . . . . . . . e 49
WiFi Access Point Configuration . . . . . . . . . . . . . 56
WiFi Station Configuration . . . . . . . . . . e 61
Backup Routes Configuration GUI . . . . . . . . . . ... . 65
Example #1: GUI Configuration . . . . . . . . . . . 66
Example #1: Topology . . . . . . . . o e 66
Example #2: GUI Configuration . . . . . . . . . . . 67
Example #2: Topology . . . . . . . o e 67
Example #3: GUI Configuration . . . . . . . . . . . . 68
Example #3: Topology for Single WAN mode . . . . . . .. . ... . .. ... ... ...... 69
Example #3: Topology for Multiple WAN mode . . . . . . . . .. ... ... ... ....... 69
Example #4: GUI Configuration . . . . . . . . . . . . 70
Example #4: Topology . . . . . . o . o e e 70
Example #5: GUI Configuration . . . . . . . . . . . 71
Example #5: Topology . . . . . . o . o 71
Static Routes Configuration . . . . . . . . . . . . e 72
Firewall Configuration — IPv6 Firewall . . . . . . . . . .. .. .. ... ... ... ... 73
Topology for the IPv4 Firewall Configuration Example . . . . . ... ... .. ... ...... 76
IPv4 Firewall Configuration Example . . . . . . . . . . . . . . 77
NAT — IPv6 NAT Configuration . . . . . . . . . . . 79

Topology for NAT Configuration Example 1 . . . . . . . .. ... . .. ... ..., 81



48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97

NAT Configuration for Example 1 . . . . . . . . . . . 82
Topology for NAT Configuration Example 2 . . . . . .. .. .. ... ... .. ... .... 83
NAT Configuration for Example 2 . . . . . . . . . . . 84
OpenVPN tunnel configuration . . . . . . . . .. . e 88
Topology of OpenVPN Configuration Example . . . . . . . . . . ... ... ... .... 89
IPsec Tunnels Configuration . . . . . . . . . . . 92
Topology of IPsec Configuration Example . . . . . . . . .. .. ... .. .. .. .. ...... 97
WireGuard Tunnels Configuration . . . . . . . . . . . . 99
Topology of WireGuard Configuration Example . . . . . .. . ... ... ... ... ...... 101
Router A — WireGuard Status Page and Route Table . . . . . .. . ... ... ... ...... 102
Router B — WireGuard Status Page and Route Table . . . . . .. . ... ... ... ...... 102
GRE Tunnel Configuration . . . . . . . . . . . e 104
Topology of GRE Tunnel Configuration Example . . . . .. ... ... ... ... ....... 104
L2TP Tunnel Configuration . . . . . . . . . . . . e 106
Topology of L2TP Tunnel Configuration Example . . . . . . ... ... .. ... ... ..... 108
PPTP Tunnel Configuration . . . . . . . . . . . . . . e 109
Topology of PPTP Tunnel Configuration Example . . . . . .. . ... ... ... ........ 111
DynDNS Configuration Example . . . . . . . . . . . .. 112
Configuration of FTP server . . . . . . . . . 113
Configuration of HTTP and HTTPS services . . . . . . . . . . . . . . i i it 114
Example of NTP Configuration . . . . . . . . . . . . . . 115
Configuration of Local User Database . . . . ... ... ... ... ... .. ... . ...... 116
Configuration of RADIUS . . . . . . . . . 117
Configuration of TACACS+ . . . . . . . o . e e e e 118
Enabling Two-Factor Authentication Service . . . . . . . . . . .. . ... . .. ... ... 119
OID Basic Structure . . . . . . . e 121
SNMP Configuration Example . . . . . . . . . . . 122
MIB Browser Example . . . . . . . .o 123
SMTP Client Configuration Example . . . . . . . . . . ... . .. .. .. 124
SMS Configuration for Example 1 . . . . . . . . . . . 131
SMS Configuration for Example 2 . . . . . . . . . . . e 132
SMS Configuration for Example 3. . . . . . . . . . . 133
SMS Configuration for Example 4 . . . . . . . . . . e 134
Configuration of HTTP service . . . . . . . . . . . e e 135
Syslog configuration . . . . . .. L e 136
Configuration of Telnet service . . . . . . . . . . . e 137
Expansion Port Configuration . . . . . . . . . . . e 138
Example of Ethernet to serial communication configuration . . . . .. .. ... ... ..... 141
Example of serial interface configuration . . . . . . . .. ... .o o Lo 141
Example of a Startup Script . . . . . . .. 142
Example of IPv6 Up/Down Script . . . . . . . . . 143
Example of AutomaticUpdate 1 . . . . . . . . . . . . L 146
Example of Automatic Update 2 . . . . . . . . . . . . 147
Default Router Apps GUI . . . . . . . . e 148
Router Apps GUI with Available Online Apps . . . . . . . . . . . o o i 149
Router Apps Settings . . . . . . . . . o e 150
Users Administration Form . . . . . . . . . . 151
Key Generation . . . . . . . . . e e e 153
Change Profile . . . . . . 155
Change Password . . . . . . . . . e 156



98

99

100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127

Two-factor User Configuration . . . . . . . . . . . . 158

Secret Key . . . e e 158
Links for Google Authenticator Application . . . . . . . . . . .. ... 159
Links for Authenticator-Extension . . . . . . . . . . .. 159
Standard Logging . . . . . . L e 160
Verification Code . . . . . . . . . e e e 160
SSH Logging . . . . . . o e 160
SetReal Time Clock . . . . . . . . e 161
Set SMS Service Center ADAress . . . . . . . . . 162
Unlock SIM Card . . . . . . . . e 162
Unblock SIM Card . . . . . . . e e 163
Send SMS . . L e e 163
Backup Configuration . . . . . . . . . e 164
Restore Configuration . . . . . . . . . . . e 165
Update Firmware Administration Page . . . . . . . . . . . . . o oo 166
Process of Firmware Update . . . . . . . . . . . . . . . . . 167
Reboot . . . . . e 167
Access to the Internet from LAN —sample topology . . . . . . . . .. ... ... ... 168
Access to the Internet from LAN — Ethernet configuration . . . . . .. ... ... ... .... 169
Access to the Internet from LAN — Mobile WAN configuration . . . . .. ... ... ... ... 169
Backup access to the Internet —sample topology . . . . . . . . . ... oL, 170
Backup access to the Internet — Ethernet configuration . . . . . . ... ... ... ... .. .. 170
Backup access to the Internet — WiFi configuration . . . . . ... ... ... ... ....... 171
Backup access to the Internet — Mobile WAN configuration. . . . . .. ... ... ... .. .. 172
Backup access to the Internet — Backup Routes configuration . . . . . . ... ... ... ... 173
Secure networks interconnection —sample topology . . . . . ... ..o oL 174
Secure networks interconnection — OpenVPN configuration . . . . . ... ... ... ... .. 175
Serial Gateway —sample topology . . . . . . . .o 176
Serial Gateway — konfigurace Expansion Port 1 . . . . . . . . . . . . .. ... .. .. ..., 177

IEEE 802.1X Functional Diagram . . . . . . . . . . . e 179



List of Tables

ONO O WN =

Mobile Connection . . . . . . . . L e e 6
POE PSE Status . . . . . . . . e 7
Peripheral Ports . . . . . . . e 8
System Information . . . . . . . L 8
Mobile Network Information . . . . . . . . . .. . . . . 9
Signal Strength Value Ranges . . . . . . . . . . . . . 10
Description of Periods . . . . . . . . . e 11
Mobile Network Statistics . . . . . . . . . . . . 11
Detailed Information about WiFi Networks . . . . . . . . .. . ... .. .. .. 14
Description of Interfaces in Network Status . . . . . . . . . ... ... ... ... ....... 15
Description of Information in Network Status . . . . . . . ... ... ... ... ......... 16
DHCP Status Description . . . . . . . . . e e 18
Configuration of the Network Interface —IPvdand IPv6 . . . . . . . .. ... .. ... ..... 25
Configuration of the Network Interface — globalitems . . . . . .. ... ... ... ... .... 26
Configuration of Dynamic DHCP Server . . . . . . . . . .. . 27
Configuration of Static DHCP Server . . . . . . . . . . . . . . . e 27
IPv6 prefix delegation configuration . . . . . . . . . . ... 28
Configuration of 802.1X Authentication . . . . . . . . . . . . ... . ... ... ... ... 29
VRRP configuration . . . . . . . . 36
Check connection . . . . . . . .. e 37
Mobile WAN Connection Configuration . . . . . . . . .. .. ... .. 0. 41
Check Connection to Mobile Network Configuration. . . . . . .. ... ... .. ... ..... 43
Data Limit Configuration . . . . . . . . . . . e 44
Switch between SIM cards configuration . . . . . . . . ... oo 45
Parameters for SIM card switching . . . . . . . . . . . e 46
PPPoE configuration . . . . . . . . . . e 50
WiFi Configuration . . . . . . . . e e 55
WLAN Configuration . . . . . . . . . e 60
Backup Routes Modes . . . . . . . . . 63
Backup Routes Configuration . . . . . . . . . . .. L 64
Static Routes Configurationfor IPv4 . . . . . . . . . . . . . . 72
Filtering of Incoming Packets . . . . . . . . . . . . . L 74
Forwarding filtering . . . . . . . . . . e 75
NAT Configuration . . . . . . . . . . e e 78
Remote Access Configuration . . . . . . . . . . . 80
Configuration of Send all incoming packetstoserver . . . . ... ... ... ... ....... 80
OpenVPN Configuration . . . . . . . . . e 87
OpenVPN Configuration Example . . . . . . . . . . . . . . e 89
IPsec Tunnel Configuration . . . . . . . . . . . . . e 96
Simple IPv4 IPSec Tunnel Configuration . . . . . . . . . .. ... . .. . 97
WireGuard Tunnel Configuration . . . . . . . . . . . .. 100
WireGuard IPv4 Tunnel Configuration Example . . . . . . . . . . ... ... ... ... .... 101
GRE Tunnel Configuration . . . . . . . . . . . e 103
GRE Tunnel Configuration Example . . . . . . . . . . . . 105
L2TP Tunnel Configuration . . . . . . . . . . . . . . e 107
L2TP Tunnel Configuration Example . . . . . . . . . . . . . 108

PPTP Tunnel Configuration . . . . . . . . . . . . . e 110



48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79

PPTP Tunnel Configuration Example . . . . . . . . . . . .. . . i 111

DynDNS Configuration . . . . . . . . . e e 112
Parameters for FTP service configuration . . . . . . .. .. . ... ... ... .. ... . ... 113
Parameters for HTTP and HTTPS services configuration . . . . . . ... ... .. ... .... 114
NTP Configuration . . . . . . . . . . e 115
Available Modes of PAM . . . . . . . e 116
Configuration of RADIUS . . . . . . . . . e 117
Configuration of TACACS+ . . . . . . . . . 118
SNMP Agent Configuration . . . . . . . . . . . e 120
SNMPv3 Configuration . . . . . . . . . . e 120
SNMP Configuration (R-SeeNet) . . . . . . . . . . . 121
Object identifier for binary inputs and output . . . . . . . . . . ... ... L. 122
SMTP client configuration . . . . . . . . . . e 124
SMS Configuration . . . . . . . . e 126
Control via SMS . . . . e 127
Control SMS . . . . L e 127
Send SMS onthe serial Port1 . . . . . . . . 128
Send SMSontheserial Port2 . . . . . . . . . .. 128
Sending/receiving of SMS on TCP port specified . . . . . . ... ... ... ... ...... 129
Listof AT Commands . . . . . . . . . . e e 130
Parameters for SSH service configuration . . . . . . .. .. ... o o 135
Syslog configuration . . . . . . . e 136
Parameters for Telnet service configuration . . . . . .. .. ... ... ... ... ... 137
Expansion Port Configuration — serial interface . . . . . .. .. ... ... .. ... .. 139
Expansion Port Configuration — Check TCP connection . . . . . . .. ... ... ... .... 139
CD Signal Description . . . . . . . e e 139
DTR Signal Description . . . . . . . . . e e 140
Automatic Update Configuration . . . . . . . . . . 145
Router Apps Settings . . . . . . . . . e 150
Button Description . . . . . . . e 151
User Parameters . . . . . . . . . e 152

Supported Roles for IEEE 802.1X Authentication . . . . . . ... ... ... ... ....... 179



1. Manual Overview

This Configuration Manual details the setup procedures for Advantech ICR-4[12]00 family routers, offer-
ing comprehensive guidance on the following topics:

» Web configuration interface for the routers — detailed in Chapter 2.1.
+ Overview of available remote management system — see Chapter 2.2.

+ Detailed configuration instructions, item by item, following the web interface’s structure:
o Status — discussed in Chapter 3.

o

Configuration — outlined in Chapter 4.
o Customization — covered in Chapter 5.

o

Administration — explained in Chapter 6.
» Configuration examples for typical scenarios — presented in Chapter 7.

« Additional product notes and insights — found in Chapter 8.

0 For detailed information on topics such as ordering, hardware features, initial setup, and technical specifi-
cations, refer to the Hardware Manual available on the Engineering Portal.
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2. Configuration Introduction

If unsure about the correctness of your configuration or its potential impact on the router’s longevity,
consult our technical support for guidance.

The router supports configuration via a web browser or Secure Shell (SSH). This manual primarily
covers web browser configuration. For SSH configuration commands, refer to the Commands and Scripts
Application Note.

Advantech’s remote device management platform, WebAccess/DMP, provides extensive management
and monitoring capabilities to ensure devices remain secure and up-to-date. For more information, refer to
Chapter 2.2.

2.1 Web Configuration

Configuring routers is made efficient via a name and password-protected web interface. This interface
offers a comprehensive configuration GUI, detailed statistics on router activities, signal strength, system
logs, and more (see Figure 1).

To access the web interface on a new router with default settings and establish the router connection,
refer to the Hardware Manual, specifically the First Use chapter.

For cellular routers, it's essential to correctly configure the carrier settings and activate the account.
Ensure you insert the appropriate SIM card. For detailed guidance, refer to the Hardware Manual.

To access the web interface, type the router’s default IP address 7192.7168.1. 1 into your browser, beginning
with https:// to ensure secure access. The first time you access it, you’ll need to install a security certificate
to prevent domain disagreement warnings. For detailed instructions, see Chapter 2.1.1.

The default login username is root. The default password is indicated on the router’s label. Changing
the default password as soon as possible is essential for security.

Changing the default router password is crucial for network security. The Change password title
appears in red until updated.

Three unsuccessful login attempts block HTTP(S) access from the IP address for one minute.

After a successful login, the web interface presents a menu, providing access to the Status, Configura-
tion, Customization, and Administration sections.

Configure the router’s Name and Location in the SNMP settings for display in the web interface’s upper
right corner (see 4.17.6).

ICR-4[12]00 Family Configuration Manual 2
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2. Configuration Introduction

2.1 Web Configuration

General
Mobile WaN
WiFi
Metwork
DHCP
IPsec
WireGuard
DynDNS
System Log

Configuration

Ethernet

VRRP

Mobile wan
PPFPoE

WiFi

Backup Routes
Static Routes
Firewall

MAT

OpenVPN

IPsec
WireGuard

GRE

L2TP

PPTP

Services
Expansion Port 1
Expansion Port 2
USB Port

Scripts
Automatic Update

Customization

Router Apps
Settings

Administration

Users

Change Profile

Change Password / Key
Two-Factor Authentication
Set Real Time Clock

Set SMS Service Center
Unlock SIM Card

Unblock SIM Card

Send SMS

Backup Configuration
Restore Configuration
Update Firmware

Reboot

Logout

General Status

Maobile Connection

SIM Card v lst

IP Address 1 18.808.8.99

IPve Address : Unassigned

Rx Data : @B

Tx Data : @B

Uptime : @ days, 3 hours, 24 minutes

» More Information «

ETHO
IP Address : 18.64.8.15@ f 255.255.252.8
IPvE Address ¢ fd@@:add::158 / 56
MAC Address : B2:AD:FF:00:81:58
Rx Data : 57.7 KB
Tx Data : 38.8 KB

» More Information «

ETH1
IP Address : 18.65.8.15@ / 255.255.252.8
IPvE Address : fdée:adl::158 /[ 56
MAC Address : B2:AD:FF:01:81:58
Rx Data : 58.9 KB
Tx Data : 5.8 KB

» More Information «

WiFi AP 1
IP Address : Unassigned
IPve Address : Unassigned
MAC Address i @B:@E:BE:BE:SB:Fl

» More Information «

WIiFi 5TA
IP Address : Unassigned
IPve Address : Unassigned
MAC Address 1 @B:BE:BE:BF:9B:F1

» More Information «

Peripheral Ports

Expansion Port 1 1 R5-232
Expansion Port 2 1 R5-485
Binary Inmput @ : On
Binary Input 1 1 On
Binary Input 2 : On
Binary Input 3 : On
Binary Output 8 : On
Binary Output 1 : OFf

System Information

Firmware Version : 6.4.8-alpha (2824-81-25) TEST #2467

Serial Number ¢ ACZ11992080a1582

Hardware UUID : NfA

Product Revision @ N/&

Profile ¢ Standard

Supply Voltage : 241V

Temperature : 58 °C

Time : 2824-81-26 @8:33:27

Uptime : @ days, 3 hours, 24 minutes

» More Information «

» Licenses «

Figure 1: Web Configuration GUI
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2. Configuration Introduction 2.1 Web Configuration

2.1.1 Managing HTTPS Certificates

The router includes a self-signed HTTPS certificate. Due to the inability to validate this certificate’s iden-
tity, web browsers may display a warning message. To address this, you can upload your own certificate,
signed by a Certification Authority, to the router. If you wish to use your own certificate (for example, in com-
bination with a dynamic DNS service), you should replace the /etc/certs/https_cert and /etc/certs/htips_key
files on the router. This replacement can be easily performed via the GUI on the HTTP configuration page,
as detailed in Chapter 4.17.3.

To utilize the router’s self-signed certificate without encountering the security message (due to domain
disagreement) each time you log in, follow these steps:

* Add a DNS record to your DNS system: For Linux/Unix OS, edit /etc/hosts, or for Windows OS,
navigate to C:\WINDOWS\system32\drivers\etc\hosts, or configure your own DNS server. Insert a
new record pairing the router’s IP address with a domain name derived from its MAC address (the
MAC address of the first network interface, as seen in the Network Status on the router’s web inter-
face), using dashes instead of colons for separation. For instance, a router with the MAC address
00:11:22:33:44:55 would use the domain name 00-11-22-33-44-55.

 Access the router via this new domain name address (e.g., https://00-11-22-33-44-55). Should the
security warning appear, proceed to add an exception so the message will not recur (e.g., in the
Firefox Web browser). If the option to add an exception is unavailable, export the certificate to a file
and import it to your browser or operating system.

Note: Utilizing a domain name based on the router's MAC address may not be compatible with all combi-
nations of operating systems and browsers.

2.1.2 Allowed and Restricted Input Characters

When configuring the router via the web interface, it is crucial to avoid using forbidden characters in any
input field, not solely the password fields. Below are the specified valid and forbidden characters. Note that
for certain fields, the "space" character might also be disallowed.

Valid charactersinclude: 0-9 a-z A-Z * , + - . / : =72 Vv # e [ 1 _ {2} ~
Forbidden characters comprise: " $ & ' () ; <>\ =~ |

Please pay special attention to these guidelines during configuration, as entering invalid characters can
lead to errors or unintended behavior.

2.1.3 Supported Certificate Formats

All GUI forms that allow the uploading of certificate files support the following file types:

» CA, Local/Remote Certificate: *.pem; *.crt; *.p12
* Private Key: *.pem; *.key; *.p12
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2. Configuration Introduction 2.2 Remote Management Platform

2.2 Remote Management Platform

WebAccess/DMP is an advanced, enterprise-grade platform for provisioning, monitoring, managing, and
configuring Advantech’s routers and loT gateways, offering zero-touch enablement for each remote device.
For more information, refer to the application note [3] or visit the WebAccess/DMP webpage.

New routers come pre-installed with the WebAccess/DMP client, which by default activates the connec-
tion to the WebAccess/DMP server. This connection can be disabled on the Welcome page upon initial
web interface login or under (Customization — Router Apps — WebAccess/DMP Client).

The activated client periodically uploads router identifiers and configurations to the WebAccess/DMP
server.
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3. Status

All status pages can display live data. To enable this feature, click on the refresh button in the top right
corner on the status page. To stop the data update and to limit the amount of data transferred, disable
automatic data updates by clicking the pause button again.

3.1 General Status

You can reach a summary of basic router information and its activities by opening the General status
page. This page is displayed when you log in to the device by default. The information displayed on this
page is divided into several sections, based upon the type of the router and its hardware configuration.
Typically, there are sections for the mobile connection, LAN, system information, system information, and
eventually for the WiFi and peripheral ports, if the device is equipped with.

IPv6 Address item can show multiple different addresses for one network interface. This is standard behav-
ior since an IPv6 interface uses more addresses. The second IPv6 Address showed after pressing More
Information is automatically generated EUI-64 format link local IPv6 address derived from MAC address
of the interface. It is generated and assigned the first time the interface is used (e.g. cable is connected,
Mobile WAN connecting, etc.).

3.1.1 Mobile Connection

 tem | Descripton |

SIM Card Identification of the SIM card
Interface Defines the interface
Flags Displays network interface flags:
None - no flags
Up - the interface is administratively enabled
Running - the interface is in operational state (cable detected)
Multicast - the interface is capable of multicast transmission
IP Address IP address of the interface
MTU Maximum packet size that the equipment is able to transmit
Rx Data Total number of received bytes
Rx Packets Received packets
Rx Errors Erroneous received packets
Rx Dropped Dropped received packets

Rx Overruns

Lost received packets because of overload

Tx Data Total number of sent bytes

Tx Packets Sent packets

Tx Errors Erroneous sent packets

Tx Dropped Dropped sent packets

Tx Overruns Lost sent packets because of overload

Uptime Indicates how long the connection to the cellular network has been established

Table 1: Mobile Connection
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3. Status 3.1 General Status

3.1.2 Ethernet Status

Every Ethernet interface has its separate section on the General status page. ltems displayed here have
the same meaning as items in the previous part. Moreover, the MAC Address item shows the MAC address
of the corresponding router’s interface. Visible information depends on the Ethernet configuration, see
Chapter 4.1.

PoE PSE Status
If the router is equipped with the POE PSE board, there is information about it in the appropriate Ethernet
section; see the table below for a description.

| ftem | Descripton |

LAN1 PoE PSE - Disabled — PoE PSE is disabled in an Ethernet configuration page.
LAN2 PoE PSE « Undervoltage — Undervoltage, router power supply does not meet the
LAN3 PoE PSE PoE required voltage.

LAN4 PoE PSE « Overcurrent/incompatible device — Overcurrent, a higher current than

the permissible positive difference of the nominal current or a PoE incom-
patible device connected.

+ Idle — PoE PSE is enabled but currently not used (any device powered).
» Class 0 — Power level (classification unimplemented)

» Class 1 — Power level (very low power)

» Class 2 — Power level (low power)

» Class 3 — Power level (mid power)

« Class 4" — Power level (high power)

PoE PSE Power? Power of PoE PSE [W]
PoE PSE Voltage® Voltage of PoE PSE [V]
PoE PSE Current? Current of PoE PSE [mA]

Table 2: PoE PSE Status

'Valid for IEEE 802.3at/PoE+ Type 2 devices, not allowed for IEEE 802.3af/PoE Type 1 devices.
2Visible only when the PoE is enabled, and an external device is powered.
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3. Status 3.1 General Status

3.1.3 WiFi Status

Items displayed in this part have the same meaning as items in the previous part. WiFi AP part displays
information for the WiFi interface (wlanQ) working in access point mode, for the configuration see Chap-
ter 4.5. WiFi STA part displays information for the WiFi interface (wlan1) working in station mode, for the
configuration description see Chapter 4.6.

3.1.4 Peripheral Ports

| tem | Descripton |

Expansion Port 1
Expansion Port 2
Binary Input 0
Binary Input 1
Binary Output 0
Binary Output 1

3.1.5 System Information

An interface detected on the first expansion port.

An interface detected on the second expansion port.
State of the first binary input.

State of the second binary input.

State of the first binary output.

State of the second binary output.

Table 3: Peripheral Ports

System information about the device is displayed in the System Information section.

| tem | Descripton |

Product Name
Product Type
Firmware Version
Serial Number
Hardware UUID'
Product Revision'
Profile

CPU Usage
Memory Usage
Supply Voltage
Temperature
Time

Uptime
Licenses

Name of the product (may not match with the P/N or order code).
Type of the product (may be N/A or the same as the Product Name).
Information about the firmware version.

Serial number of the router (in case of N/A is not available).

Unique HW identifier for the device.

Manufactured product revision number.

Current profile — standard or alternative profiles (profiles are used for example
to switch between different modes of operation).

CPU usage value (turn on the refresh in the top right corner).
Memory usage value (turn on the refresh in the top right corner).
Supply voltage of the router.

Temperature in the router.

Current date and time.

Indicates how long the router is used.

Link to the list of open source software components of the firmware together
with their license type. Click on the license type to see the license text.

Table 4: System Information

'It may not be available for some models.
20nly for models with PoE. The router’s power supply voltage must meet the required voltage.
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3. Status 3.2 Mobile WAN Status

3.2 Mobile WAN Status

The Mobile WAN menu item contains current information about connections to the mobile network. The
first part of this page (Mobile Network Information) displays basic information about mobile network the
router operates in. There is also information about the module, which is mounted in the router.

I

Registration

State of the network registration

Operator Specifies the operator’s network the router operates in.

Technology Transmission technology

PLMN Code of operator

Cell Cell the router is connected to (in hexadecimal format).

LAC/TAC Unique number (in hexadecimal format) assigned to each location area. LAC (Lo-
cation Area Code) is for 2G/3G networks and TAC (Tracking Area Code) is for 4G
networks.

Channel Channel the router communicates on

e UARFCN in case of UMTS/HSPA technology,
e EARFCN in case of LTE technology.

Band Cellular band abbreviation.

Signal Strength Signal strength (in dBm) of the selected cell, for details see Table 6.

Signal Quality Signal quality of the selected cell:

e EC/IO for UMTS (it’s the ratio of the signal received from the pilot
channel — EC - to the overall level of the spectral density, ie the
sum of the signals of other cells — 10).
¢ RSRQ for LTE technology (Defined as the ratio 2XESEL)
e The value is not available for the EDGE technology.
RSSI, RSRP, Other parameters reporting signal strength or quality. Please note, that some of them
RSRQ, SINR, may not be available, depending on the cellular module or cellular technology.

RSCP or Ec/lo
CSQ

Cell signal strength with following value ranges:
e 2 — 9 = Marginal,
e 10— 14 = OK,
e 15-19 = Good,
e 20 — 30 = Excelent.

Manufacturer Module manufacturer

Model Type of module

Revision Revision of module

IMEI IMEI (International Mobile Equipment Identity) number of module

ICCID Integrated Circuit Card Identifier is international and unique serial number of the SIM

card.

Table 5: Mobile Network Information
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3. Status 3.2 Mobile WAN Status

Mobile WAN Status
Mobile Network Information
Registration : Home MNetwork
Operator : Vodafone
Technology : LTE
PLMN 23003
Cell : leasac
LAC : 947C
Channel : 642
Signal Strength : -71 dBm
Signal Quality : -7 dB

» More Information «
Statistics for 1st SIM card

Today Yesterday This Wesk Last Week This Period Last Periocd
Rx Data : @ KB 24 KB 24 KB 8 KB 24 KB @ KB
Tx Data : @ KB 988 KB 988 KB 8 KB 588 KB 8 KB
Connections : @ 6 6 4] 6 ]
Signal Min : -74 dBm -73 dBm -74 dBm ? -74 dBm ?
Signal Avg : -72 dBm -71 dBm -72 dBm ? -72 dBm ?
Signal Max : -71 dBm -71 dBm -71 dBm 2 -71 dBm ?
Cells S | 1 1 4] 1 ]
Availability : 1ee.e% 99.2% 99.8% 8.9% 99.8% 8.0%

Statistics for 2nd SIM card

Today Yesterday This Wesk Last Week This Period Last Periocd
Rx Data : @ KB 2 KB 2 KB 8 KB 2 KB 8 KB
Tx Data : @ KB 2 KB 8 KB 8 KB @ KB @ KB
Connections : 8 a a 5] a 5]
Signal Min r? ? ? 2 ? ?
Signal Avg : 2 ? ? ? ? ?
Signal Max r 2 ? ? 2 ? ?
Cells : @ %] 5] 5] a @
Availability : 8.0% 9.08% 9.8% 8.9% 0.8% 8.0%

Connection Log
2019-08-21 23:28:087 (1st SIM card) Connection successfully established.

Figure 2: Mobile WAN Status

The value of signal strength is displayed in different color: in black for good, in orange for fair and in red
for poor signal strength.

Signal Strength | CDMA UMTS/HSPA 3
(GER)) (RSCP) (RSRP)

good > -70 dBm > -75 dBm >-90 dBm
fair -70 dBm to -89 dBm -75 dBm to -94 dBm -90 dBm to -109 dBm
poor < -89 dBm <-94 dBm <-109 dBm

Table 6: Signal Strength Value Ranges

The middle part of this page, called Statistics, displays information about mobile signal quality, transferred
data and number of connections for all the SIM cards (for each period). The router has standard intervals,
such as the previous 24 hours and last week, and also period starting with Accounting Start defined for the
MWAN module.
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3. Status 3.2 Mobile WAN Status

Today Today from 0:00 to 23:59

Yesterday Yesterday from 0:00 to 23:59

This week This week from Monday 0:00 to Sunday 23:59
Last week Last week from Monday 0:00 to Sunday 23:59
This period This accounting period

Last period Last accounting period

Table 7: Description of Periods

I

RX data Total volume of received data

TX data Total volume of sent data

Connections Number of connection to mobile network establishment

Signal Min Minimal signal strength

Signal Avg Average signal strength

Signal Max Maximal signal strength

Cells Number of switch between cells

Availability Availability of the router via the mobile network (expressed as a percentage)

Table 8: Mobile Network Statistics

Tips for Mobile Network Statistics table:

 Availability is expressed as a percentage. It is the ratio of time connection to the mobile network has
been established to the time that router has been is turned on.

 Placing your cursor over the maximum or minimum signal strength will display the last time the router
reached that signal strength.

The last part (Connection Log) displays information about the mobile network connections and any prob-
lems that occurred while establishing them.
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3. Status 3.3 WiFi Status

3.3 WiFi Status
This feature is accessible only on routers equipped with a WiFi module.

Selecting the Status — WiFi — Status option in the web interface’s main menu displays details about the
WiFi access point (AP) and the WiFi station (STA), including a list of all stations connected to the AP.

An example output for WiFi status is illustrated in the figure below. It includes information on the WiFi
chip, its firmware version, and the supported modes for the module. For instance, the notation "Supports
1 station and 2 access points" indica