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SECURITY ADVISORY

Unauthenticated Heap Buffer Overflow in Web Administration
Interface

Summary

A high-severity heap buffer overflow vulnerability in the web administration interface allows an unauthenti-

cated remote attacker to cause a denial of service and may allow remote code execution. No authentication

or user interaction is required.

Issue Description

The web server incorrectly handles excessively large HTTP POST Content-Length values. An integer over-

flow during buffer size calculation leads to a pre-authentication heap buffer overflow when processing the

request body.

Severity

• CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H

• CVSS 3.1 Base Score: 8.1 (High)

Affected Products

• All SmartFlex, SmartStart, ICR-2xxx, ICR-3xxx, and ICR-4xxx devices running firmware prior to 6.6.2.

• All ICR-16xx and ICR-17xx devices running firmware prior to 1.6.2.

Solution

• Upgrade affected SmartFlex, SmartStart, ICR-2xxx, ICR-3xxx, and ICR-4xxx devices to firmware version

6.6.2 or later.

• Upgrade affected ICR-16xx and ICR-17xx devices to firmware version 1.6.2 or later.
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